SHIRE OF KULIN - STRATEGIC RISK REGISTER

Risk Strategic Risk ID Risk Description Causes/Triggers Consequences Likelihood Conseque- Risk Rating Controls Control Residual Review
Category Pillar Rating nce Rating Effectiveness | Risk Rating Frequency
Health, Civic 1-1 Failure to meet WHS obligations ¢ Inadequate controls in place to e Increased sick leave/staff absences | 3 5 15 WH&S inductions Adequate 4
Safety & Leadership which result in an unsafe workplace prevent incidents occurring and staff turnover » Toolbox talks and team meetings
Wellbeing * Insufficient reporting of incidents * Decreased performance and External safety audits
and near misses increased performance WH&S Committee meetings
o Safe work practices not management issues } 9
documented or communicated to « Higher rate of accidents or injury or Implementation of the Workplace
employees fatalities Drug and Alcohol Policy
e Inadequate induction, training and e Potential legal claims Implementation of Workplace
supervision e Financial loss Fatigue Management Policy
. sln;tiﬁ]uate hazard management . _Increase in insu_rance claims & Performance of Licensing
3% insurance premium s
¢ Organisational safety attitude does | e Negative impact on Council’s quallflca.tlgns checks .
not recognise the importance of reputation as an employer Sfaff training on and compliance
following WHS policies and o External investigations and with Code of Conduct
procedures imposition of penalties Compliance with Hazard and
e Failure to monitor/enforce drug and incident reporting and investigation
alcohol pol'ic'y procedures
° Lagk of trammg Contractual arrangements or
e Failure to provide adequate work
environment that meets legislative support from LG
requirements and employee Sector/LGIS/Prompt Safety
expectations Solutions with
e Lack of consequences for non- development/implementation of
compliance with legal obligations WHS policies/procedures
Financial & Civic 1-2 Failure to maintain service standards | e Reduction in grant funding e Council ultimately becomes 3 3 9 LTFP is maintained and reviewed Adequate 6
Asset Leadership, and invest in assets and e Increasing operating costs financially unsustainable Undertake review of budget
Management | Community infrastructure as a result of o Inadequate revenue and a failure to | ¢ More reliance on rates, fees & variacnes monthly & present to
increased pressure operating maximise revenue from all sources charges income Council
surplus e Unplanned spending e Reduction in discretionary spending Undertake annual budget review
¢ Inadequate valuation of assets or for community programs and capital between January and March
inaccurate depreciation projects Business case preparation prior to
¢ Inadequate planning for e Reduced financial capacity to undertaking any new business
infrastructure repairs or upgrades respond to emerging priorities or venture, construction, service
e Fraud, misconduct or emergencies provision
maladministration e Reduction in service levels or hours External audits (Financial Report
e Potential new revenue of operation for community facilities Audit, FMR)
streams/opportunities are not fully * [Inability to maintain or renew critical
investigated infrastructure (roads, buildings,
e Changes to roles and plant)
responsibilities assigned to Shire by | ® Accelerated deterioration of assets
federal or state government due to deferred maintenance
e Unknown consequences of new
infrastructure provision from other
levels of government or private
sector investment
e Failure to encourage investment in
the Shire
Financial & Economy, 1-3 Failure to manage and implement a e Roads, bridges, and other transport | e Higher likelihood of accidents, road 3 5 15 Develop and maintain a Adequate 9
Asset Community Council wide framework for assets may deteriorate over time, closures, and unbudgeted repairs comprehensive asset management
Management sustainable whole of life Asset leading to safety hazards, increased | e Impact on organisation performance system to monitor the condition of
management which provides the maintenance costs, reduction in (e.g. non delivery or delayed infrastructure.
desired level of service to the capacity and disruptions to services delivery of projects) Implement regular inspections and
community. ¢ Insufficient funding for the e Financial (e.g. exceeding budget, preventive maintenance programs.
development, maintenance, and loss of grant funds from late or non- Prioritize the replacement and
expansion of transport infrastructure delivery, inability to recover upgrade of critical infrastructure
o Natural disasters and extreme budgeted overheads), Impacts on based on condition assessments.
weather events can damage Shire staff (e.g. additional Seek long-term funding solutions,
transport infrastructure workloads/stress), such as public-private partnerships
o Conflicts between transport e Reputation (e.g. not delivering on or government grants.
infrastructure development and time, compromising public/road Advocate for funding at regional
other land uses, such as housing, user safety from non-delivery of and national levels
agriculture, and conservation areas blackspot improvements) Conduct comprehensive land-use
o Disruptions in the supply of planning to balance transportation
materials, equipment, or labour needs with environmental and
required for infrastructure community considerations.
development and maintenance due Appropriate budget planning to
to economic downturns, labour ensure budgeted costs are realistic
market difficulties/pandemics. and accurate.
Use of the employee remuneration
& incentive policy and relocation
assistance to improve employee
retention and recruitment
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outcomes and manage expectations

e Lack of a consistent approach to
community engagement

e Community resistance to change

e Undelivered promises

transparency

e Increased criticism through informal
channels (social media, word of
mouth)

e Reduced willingness of the
community to participate in
consultation processes or
workshops

¢ Misalignment between service
delivery and community
expectation, leading to
dissatisfaction

e Review existing forms of
communication and potential
additional methods.

e Undertake Workshop with
community to gain an
understanding of their
requirements.

e Ongoing engagement with the
community throughout the
preparation of the CSP to gain an
understanding of the community’s
expectations.

Risk Strategic Risk ID Risk Description Causes/Triggers Consequences Likelihood Conseque- Risk Rating Controls Control Residual Review
Category Pillar Rating nce Rating Effectiveness | Risk Rating Frequency
Service Community, 1-4 Failure to deliver what is expected ¢ Inadequate monitoring of e Loss of public confidence 3 4 12 e Periodic reviews of the CSP & CBP | Adequate 6
Delivery & by the local community due to a lack progress/action of Corporate e Resources not used effectively e Budgeting processes take in to
Community of alignment between operations Business Plan and Community e Lack of community engagement account desired outcomes in the
Impact and strategic plans Strategic Plan CBP
e Inadequate capability and capacity o Action list, outstanding project list
of staff presented to Council monthly
¢ Inadequate funding/resource e Conduct community
allocation surveys/customer satisfaction
surveys
e Monthly Manager’s meeting to
discuss objectives
Service Community, 1-5 Insufficient skilled key staff to enable | e Lack of skilled staff available in the e Continual high workloads on staff ¢ 3 4 12 e Implement remuneration & incentive | Adequate 9
Delivery & Economy, quality services to be consistently general workforce o Potential non-compliance with policy
Community Civic delivered o External employment environment legislation ¢ Relocation assistance
Impact Leadership making attraction and retention of o Lack of job satisfaction * o Opportunities for professional
staff difficult o Reduced morale and productivity * development
¢ Lack of quality, affordable housing ¢ Financial loss through rework and e« Salary sacrificing and other benefits
e Declining population inefficiency ¢ o Flexible work arrangements
e Lack of structured training ¢ Revenue opportunities forgone e Develop a traineeship program
¢ Continual high workloads on staff e Loss of opportunity for economic ¢ Rebates on childcare
development e Training current staff to enable
coverage in other areas
Compliance Civic 1-6 Non-compliance with legislative « Insufficient processes to capture o Loss of potential revenue 4 4 16 e Compliance calendar and related Adequate 4
& Leadership requirements impacting on the ability updates in legislation e Loss of public confidence compliance meetings
Governance to deliver services e Lack of time for staff to devote to ¢ Environmental damage which could ¢ Implement automated system to
compliance & regulatory issues also lead to health impacts track tasks, reporting deadlines and
e Lack of enforcement from « Investigations from regulatory progress & completion.
regulatory bodies bodies e Support from external bodies
e Failure to comply with legislative e Penalties and fines leading to DLGSC, WALGA, Civic Legal
policies and procedures closure of facilities that fail to o Attendance by staff to
e Lack of recognition from leadership comply training/networking events to keep
for the need to comply abreast of industry developments.
o External audits
e Monitoring and completion of the
Compliance Audit Return.
Compliance Civic 1-7 Failure of ICT systems and/or loss of | e Inadequate monitoring of ICT o Failure to pay staff and contractors 4 4 16 e Programmed testing of systems for Adequate 4
& Leadership electronic data provider’s management of security, ¢ Inability to generate income via security and reliability
Governance software, hardware, back ups etc invoices o [T Disaster Recovery Plan
e Lack of plans and procedures to o Potential legal implications e Business Continuity Plans
inform response strategies when a ¢ Reduction in the efficiency of ¢ Building security and access
cybersecurity incident occurs customer service controls
e Lack of monitoring of cybersecurity | o Financial impact of reacquiring data  Good backup/restoration strategies
threats to organisational assets o Failure to demonstrate compliance and procedures *
e Lack of communication/training for with legislative requirements  Maintain managed services contract
all staff regarding information « Council operations pause resulting e Maintain strong relationship with
security in financial loss ; ICT provider
e Information to facilitate action o Failure to adapt to a changing e Performance of Cyber Security Risk
during a cybersecurity incident is external environment; Assessments/IT Audits
not available « Inefficient and ineffective use of
¢ Inappropriate security and access organisational resources; (ie
controls continuing to use SynergySoft,
e Failure of back-up facilities changes to technology with payroll
e Closure or collapse of ICT provider etc)
. o Poor service delivery;
e Reputational damage;
o Costs of litigation and restoration of
services.
Reputation & | Community, 1-8 Failure to effectively engage with the | e Failure to listen to the community’s e Loss of trust in Council decision- 3 3 9 e Develop Council and Shire Staff Adequate 6
Relationship | Economy community to build trust, deliver requests/needs making and governance Communications Strategy.
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&
Sustainability

infrastructure from severe weather,
climate impacts, or lack of resilience
planning

weather events such as storms,
flooding, drought, and heatwaves
damaging roads, bridges, culverts,
and buildings.

Prolonged low rainfall reducing
water availability and stressing
infrastructure reliant on water (e.g.,
road compaction, dust suppression,
firefighting capacity).

Temperature extremes accelerating
asset degradation (asphalt
softening, cracking, or expansion).

costs following damage to roads,
buildings, drainage, or utilities.
Increased insurance premiums and
potential under-insurance gaps if
replacement costs exceed cover.
Loss of grant funding if recovery
projects miss delivery deadlines or
scope requirements.

Diversion of funds from other
strategic priorities or community
programs to emergency response
and reconstruction.

Reduced long-term financial
sustainability due to accelerated
depreciation and insufficient
renewal funding

maintenance programs for roads,
drainage, and structures.

Use of asset condition data to
inform renewal programs and
budgets.

Prioritisation of works based on
criticality and risk exposure.

Local Emergency Management
Arrangements (LEMA) identifying
natural hazard response and
recovery roles.

Business Continuity Plan for critical
services.

Annual testing of emergency
response and recovery procedures.

Risk Strategic Risk ID Risk Description Causes/Triggers Consequences Likelihood Conseque- Risk Rating Controls Control Residual Review
Category Pillar Rating nce Rating Effectiveness | Risk Rating Frequency
Environment | Environment 1-9 Water infrastructure failure results in | ¢ Prolonged periods of low rainfall or e Economic impact of existing users 4 5 20 ¢ Investigation and planning for non- Adequate 4
& issues surrounding water availability, dry conditions can reduce water relating to water shortages, higher potable water supply such as key
Sustainability quality & reliability availability for agricultural use. cost of water and conflicts between dam or groundwater bore for uses
o Failure of water infrastructure, such water users/ such as fire fighting, roadworks and
Water shortages throughout the as dams, standpipes, or pipelines e Environmental risk related to putting drought resilience. Investigate
Shire impacts human and animal due to age, poor maintenance, or out fires potential funding sources and
welfare. extreme weather events. progressively implement subject to
available funding.
e Conduct regular maintenance and
upgrades of water infrastructure
Environment Environment 1-10 Damage or disruption to e Increased frequency of extreme e Unbudgeted repair or replacement 2 4 8 e Routine inspection and Adequate 4




